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Example in C language

int funct(int c){

int a;

a=c+1;

return a;

}

int main(int argc, char *argv[]){

int a, b;

a=argc;

b=funct(a);

return b;

}
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gcc prog.c –o prog

main

a b

funct

c a



Example in assembly

Initial state at program launch:
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726

730

734

738

742

746

750

754

758

762 ‚something’

esp 762

ebp ???

RAM:

./prog



Example in assembly

main:   push ebp

mov ebp, esp

sub esp, 8

mov DWORD PTR [ebp-8], edi

mov eax, DWORD PTR [ebp-8]

push eax

call funct

pop     eax

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov esp, ebp

pop     ebp

ret
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726

730

734

738

742

746

750

754

758 ‚old’ ebp

762 ‚something’

esp 758

ebp ???

RAM:

int main(){



Example in assembly

main:   push ebp

mov ebp, esp

sub esp, 8

mov DWORD PTR [ebp-8], edi

mov eax, DWORD PTR [ebp-8]

push eax

call funct

pop     eax

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov esp, ebp

pop     ebp

ret
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726

730 funct: b

734 funct: a

738 ‚régi’ ebp

742 return addr.

746 parameter

750 main: a [ebp-8]

754 main: b [ebp-4]

758 ‚old’ ebp [ebp]

762 ‚something’ [ebp+4]

esp 758

ebp 758

RAM:

int main(){



Example in assembly

main:   push ebp

mov ebp, esp

sub esp, 8

mov DWORD PTR [ebp-8], edi

mov eax, DWORD PTR [ebp-8]

push eax

call funct

pop     eax

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov esp, ebp

pop     ebp

ret
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726

730 funct: b

734 funct: a

738 ‚régi’ ebp

742 return addr.

746 parameter

750 main: a [ebp-8]

754 main: b [ebp-4]

758 ‚old’ ebp [ebp]

762 ‚something’ [ebp+4]

esp 750

ebp 758

RAM:

int a, b;



Example in assembly

main:   push ebp

mov ebp, esp

sub esp, 8

mov DWORD PTR [ebp-8], edi

mov eax, DWORD PTR [ebp-8]

push eax

call funct

pop     eax

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov esp, ebp

pop     ebp

ret
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726

730 funct: b

734 funct: a

738 ‚régi’ ebp

742 return addr.

746 parameter

750 main: a [ebp-8]

754 main: b [ebp-4]

758 ‚old’ ebp [ebp]

762 ‚something’ [ebp+4]

esp 750

ebp 758

RAM:

a=argc;



Example in assembly

main:   push ebp

mov ebp, esp

sub esp, 8

mov DWORD PTR [ebp-8], edi

mov eax, DWORD PTR [ebp-8]

push eax

call funct

pop     eax

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov esp, ebp

pop     ebp

ret
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726

730 funct: b

734 funct: a

738 ‚régi’ ebp

742 return addr.

746 parameter

750 main: a [ebp-8]

754 main: b [ebp-4]

758 ‚old’ ebp [ebp]

762 ‚something’ [ebp+4]

esp 750

ebp 758

RAM:

b=funct(a);



Example in assembly

main:   push ebp

mov ebp, esp

sub esp, 8

mov DWORD PTR [ebp-8], edi

mov eax, DWORD PTR [ebp-8]

push eax

call funct

pop     eax

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov esp, ebp

pop     ebp

ret
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726

730 funct: b

734 funct: a

738 ‚régi’ ebp

742 return addr.

746 parameter

750 main: a [ebp-8]

754 main: b [ebp-4]

758 ‚old’ ebp [ebp]

762 ‚something’ [ebp+4]

esp 746

ebp 758

RAM:

b=funct(a);



Example in assembly

main:   push ebp

mov ebp, esp

sub esp, 8

mov DWORD PTR [ebp-8], edi

mov eax, DWORD PTR [ebp-8]

push eax

call funct

pop     eax

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov esp, ebp

pop     ebp

ret
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726

730 funct: b

734 funct: a

738 ‚régi’ ebp

742 return addr.

746 parameter

750 main: a [ebp-8]

754 main: b [ebp-4]

758 ‚old’ ebp [ebp]

762 ‚something’ [ebp+4]

esp 742

ebp 758

RAM:

b=funct(a);



Example in assembly

funct:  push ebp

mov ebp, esp

sub esp, 8

mov eax, DWORD PTR [ebp+16]

mov DWORD PTR [ebp-8], eax

mov eax, DWORD PTR [ebp-8]

add     eax, 1

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov DWORD PTR [ebp+16], eax

mov esp, ebp

pop     ebp

ret
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726

730 funct: b

734 funct: a

738 ‚main’ ebp

742 return addr.

746 parameter

750 main: a [ebp-8]

754 main: b [ebp-4]

758 ‚old’ ebp [ebp]

762 ‚something’ [ebp+4]

esp 738

ebp 758

RAM:

int funct(int c){



Example in assembly

funct:  push ebp

mov ebp, esp

sub esp, 8

mov eax, DWORD PTR [ebp+16]

mov DWORD PTR [ebp-8], eax

mov eax, DWORD PTR [ebp-8]

add     eax, 1

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov DWORD PTR [ebp+16], eax

mov esp, ebp

pop     ebp

ret
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726

730 funct: b [ebp-8]

734 funct: a [ebp-4]

738 ‚main’ ebp [ebp]

742 return addr. [ebp+4]

746 funct: c [ebp+8]

750 main: a

754 main: b

758 ‚old’ ebp

762 ‚something’

esp 738

ebp 738

RAM:

int funct(int c){



Example in assembly

funct:  push ebp

mov ebp, esp

sub esp, 8

mov eax, DWORD PTR [ebp+16]

mov DWORD PTR [ebp-8], eax

mov eax, DWORD PTR [ebp-8]

add     eax, 1

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov DWORD PTR [ebp+16], eax

mov esp, ebp

pop     ebp

ret
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726

730 funct: c [ebp-8]

734 funct: a [ebp-4]

738 ‚main’ ebp [ebp]

742 return addr. [ebp+4]

746 parameter [ebp+8]

750 main: a

754 main: b

758 ‚old’ ebp

762 ‚something’

esp 730

ebp 738

RAM:

int funct(int c){ int a;



Example in assembly

funct:  push ebp

mov ebp, esp

sub esp, 8

mov eax, DWORD PTR [ebp+8]

mov DWORD PTR [ebp-8], eax

mov eax, DWORD PTR [ebp-8]

add     eax, 1

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov DWORD PTR [ebp+16], eax

mov esp, ebp

pop     ebp

ret
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726

730 funct: c [ebp-8]

734 funct: a [ebp-4]

738 ‚main’ ebp [ebp]

742 return addr. [ebp+4]

746 parameter [ebp+8]

750 main: a

754 main: b

758 ‚old’ ebp

762 ‚something’

esp 730

ebp 738

RAM:

int funct(int c){



Example in assembly

funct:  push ebp

mov ebp, esp

sub esp, 8

mov eax, DWORD PTR [ebp+8]

mov DWORD PTR [ebp-8], eax

mov eax, DWORD PTR [ebp-8]

add     eax, 1

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov DWORD PTR [ebp+16], eax

mov esp, ebp

pop     ebp

ret
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726

730 funct: c [ebp-8]

734 funct: a [ebp-4]

738 ‚main’ ebp [ebp]

742 return addr. [ebp+4]

746 parameter [ebp+8]

750 main: a

754 main: b

758 ‚old’ ebp

762 ‚something’

esp 730

ebp 738

RAM:

int funct(int c){



Example in assembly

funct:  push ebp

mov ebp, esp

sub esp, 8

mov eax, DWORD PTR [ebp+8]

mov DWORD PTR [ebp-8], eax

mov eax, DWORD PTR [ebp-8]

add     eax, 1

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov DWORD PTR [ebp+16], eax

mov esp, ebp

pop     ebp

ret
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726

730 funct: c [ebp-8]

734 funct: a [ebp-4]

738 ‚main’ ebp [ebp]

742 return addr. [ebp+4]

746 parameter [ebp+8]

750 main: a

754 main: b

758 ‚old’ ebp

762 ‚something’

esp 730

ebp 738

RAM:

a=c+1;



Example in assembly

funct:  push ebp

mov ebp, esp

sub esp, 8

mov eax, DWORD PTR [ebp+8]

mov DWORD PTR [ebp-8], eax

mov eax, DWORD PTR [ebp-8]

add     eax, 1

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov DWORD PTR [ebp+16], eax

mov esp, ebp

pop     ebp

ret
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726

730 funct: c [ebp-8]

734 funct: a [ebp-4]

738 ‚main’ ebp [ebp]

742 return addr. [ebp+4]

746 parameter [ebp+8]

750 main: a

754 main: b

758 ‚old’ ebp

762 ‚something’

esp 730

ebp 738

RAM:

a=c+1;



Example in assembly

funct:  push ebp

mov ebp, esp

sub esp, 8

mov eax, DWORD PTR [ebp+8]

mov DWORD PTR [ebp-8], eax

mov eax, DWORD PTR [ebp-8]

add     eax, 1

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov DWORD PTR [ebp+16], eax

mov esp, ebp

pop     ebp

ret
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726

730 funct: c [ebp-8]

734 funct: a [ebp-4]

738 ‚main’ ebp [ebp]

742 return addr. [ebp+4]

746 parameter [ebp+8]

750 main: a

754 main: b

758 ‚old’ ebp

762 ‚something’

esp 730

ebp 738

RAM:

a=c+1;



Example in assembly

funct:  push ebp

mov ebp, esp

sub esp, 8

mov eax, DWORD PTR [ebp+8]

mov DWORD PTR [ebp-8], eax

mov eax, DWORD PTR [ebp-8]

add     eax, 1

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov DWORD PTR [ebp+16], eax

mov esp, ebp

pop     ebp

ret
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726

730 funct: c [ebp-8]

734 funct: a [ebp-4]

738 ‚main’ ebp [ebp]

742 return addr. [ebp+4]

746 parameter [ebp+8]

750 main: a

754 main: b

758 ‚old’ ebp

762 ‚something’

esp 730

ebp 738

RAM:

return a;



Example in assembly

funct:  push ebp

mov ebp, esp

sub esp, 8

mov eax, DWORD PTR [ebp+8]

mov DWORD PTR [ebp-8], eax

mov eax, DWORD PTR [ebp-8]

add     eax, 1

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov DWORD PTR [ebp+8], eax

mov esp, ebp

pop     ebp

ret
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726

730 funct: c [ebp-8]

734 funct: a [ebp-4]

738 ‚main’ ebp [ebp]

742 return addr. [ebp+4]

746 return val. [ebp+8]

750 main: a

754 main: b

758 ‚old’ ebp

762 ‚something’

esp 730

ebp 738

RAM:

return a;



Example in assembly

funct:  push ebp

mov ebp, esp

sub esp, 8

mov eax, DWORD PTR [ebp+8]

mov DWORD PTR [ebp-8], eax

mov eax, DWORD PTR [ebp-8]

add     eax, 1

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov DWORD PTR [ebp+8], eax

mov esp, ebp

pop     ebp

ret
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726

730 funct: c [ebp-8]

734 funct: a [ebp-4]

738 ‚main’ ebp [ebp]

742 return addr. [ebp+4]

746 return val. [ebp+8]

750 main: a

754 main: b

758 ‚old’ ebp

762 ‚something’

esp 738

ebp 738

RAM:

return a;



Example in assembly

funct:  push ebp

mov ebp, esp

sub esp, 8

mov eax, DWORD PTR [ebp+8]

mov DWORD PTR [ebp-8], eax

mov eax, DWORD PTR [ebp-8]

add     eax, 1

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov DWORD PTR [ebp+8], eax

mov esp, ebp

pop     ebp

ret
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726

730 funct: c

734 funct: a

738 ‚main’ ebp

742 return addr.

746 return val.

750 main: a [ebp-8]

754 main: b [ebp-4]

758 ‚old’ ebp [ebp]

762 ‚something’ [ebp+4]

esp 742

ebp 758

RAM:

return a;



Example in assembly

funct:  push ebp

mov ebp, esp

sub esp, 8

mov eax, DWORD PTR [ebp+8]

mov DWORD PTR [ebp-8], eax

mov eax, DWORD PTR [ebp-8]

add     eax, 1

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov DWORD PTR [ebp+8], eax

mov esp, ebp

pop     ebp

ret
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726

730 funct: c

734 funct: a

738 ‚main’ ebp

742 return addr.

746 return val.

750 main: a [ebp-8]

754 main: b [ebp-4]

758 ‚old’ ebp [ebp]

762 ‚something’ [ebp+4]

esp 746

ebp 758

RAM:

return a;



Example in assembly

main:   push ebp

mov ebp, esp

sub esp, 8

mov DWORD PTR [ebp-8], edi

mov eax, DWORD PTR [ebp-8]

push eax

call funct

pop     eax

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov esp, ebp

pop     ebp

ret
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726

730 funct: c

734 funct: a

738 ‚main’ ebp

742 return addr.

746 return val.

750 main: a [ebp-8]

754 main: b [ebp-4]

758 ‚old’ ebp [ebp]

762 ‚something’ [ebp+4]

esp 750

ebp 758

RAM:

b=funct(a);



Example in assembly

main:   push ebp

mov ebp, esp

sub esp, 8

mov DWORD PTR [ebp-8], edi

mov eax, DWORD PTR [ebp-8]

push eax

call funct

pop     eax

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov esp, ebp

pop     ebp

ret
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726

730 funct: c

734 funct: a

738 ‚main’ ebp

742 return addr.

746 return val.

750 main: a [ebp-8]

754 main: b [ebp-4]

758 ‚old’ ebp [ebp]

762 ‚something’ [ebp+4]

esp 750

ebp 758

RAM:

b=funct(a);



Example in assembly

main:   push ebp

mov ebp, esp

sub esp, 8

mov DWORD PTR [ebp-8], edi

mov eax, DWORD PTR [ebp-8]

push eax

call funct

pop     eax

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov esp, ebp

pop     ebp

ret
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726

730 funct: c

734 funct: a

738 ‚main’ ebp

742 return addr.

746 return val.

750 main: a [ebp-8]

754 main: b [ebp-4]

758 ‚old’ ebp [ebp]

762 ‚something’ [ebp+4]

esp 750

ebp 758

RAM:

return b;



Example in assembly

main:   push ebp

mov ebp, esp

sub esp, 8

mov DWORD PTR [ebp-8], edi

mov eax, DWORD PTR [ebp-8]

push eax

call funct

pop     eax

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov esp, ebp

pop     ebp

ret
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726

730 funct: c

734 funct: a

738 ‚main’ ebp

742 return addr.

746 return val.

750 main: a [ebp-8]

754 main: b [ebp-4]

758 ‚old’ ebp [ebp]

762 ‚something’ [ebp+4]

esp 758

ebp 758

RAM:

return b;



Example in assembly

main:   push ebp

mov ebp, esp

sub esp, 8

mov DWORD PTR [ebp-8], edi

mov eax, DWORD PTR [ebp-8]

push eax

call funct

pop     eax

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov esp, ebp

pop     ebp

ret
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726

730 funct: c

734 funct: a

738 ‚main’ ebp

742 return addr.

746 return val.

750 main: a

754 main: b

758 ‚old’ ebp

762 ‚something’

esp 762

ebp ???

RAM:

return b;



Example in assembly

main:   push ebp

mov ebp, esp

sub esp, 8

mov DWORD PTR [ebp-8], edi

mov eax, DWORD PTR [ebp-8]

push eax

call funct

pop     eax

mov DWORD PTR [ebp-4], eax

mov eax, DWORD PTR [ebp-4]

mov esp, ebp

pop     ebp

ret
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726

730 funct: c

734 funct: a

738 ‚main’ ebp

742 return addr.

746 return val.

750 main: a

754 main: b

758 ‚old’ ebp

762 return addr.

esp 766

ebp ???

RAM:

return b;


