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Abstract—The Cognitive Infocommunications became a hot
research area during the past years and it is becoming more and
more prevalent. For this reason, telemedicine and the financial
services industry are becoming more and more widespread,
relying on cloud services. The underlying network
infrastructures for the cloud are provided by data centers, which
needs to be able to satisfy the new requirements set forth by these
systems. The currently deployed data center networks usually
have multipath data transfer connections to provide inter-server
physical redundancy. Using traditional TCP, they cannot utilize
the advantages offered by path aggregation, e.g. improved
throughput performance. However, during data center
operations both throughput-oriented longer dataflows and delay-
sensitive applications can occur. In the case of the latter, even the
most representative multipath solution, Multipath TCP
(MPTCP), performs poorly, because of its operational
architecture. In this paper we present a new L3 multipath
communication technology that is capable of efficient data
transfer both over TCP and UDP in a dual-path Gigabit Ethernet
environment. The MPT network layer multipath communication
library — which was proposed to be a possible new basis for the
future Cognitive Infocommunications — is capable to use multiple
communication channels to create an UDP tunnel which uses
GRE tunnel protocol, improving the throughput performance of
the cloud-based data centers.
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1. INTRODUCTION

The notion of Cognitive Infocommunications was proposed
in 2012 (see [1]-[2]) and providing a link between
infocommunications and cognitive sciences has since proved to
be an initiative that sparked a quickly increasing amount of
research and new ideas [3]. One of the most popular areas of
application is telemedicine, which stores the data needed for its
operation in the cloud (see e.g. [4]-[5]).

Cloud computing, which builds its base on datacenters (see
Fig.1.), has become one of the most significant infrastructures
of the internet [6]-[13]. Thus, multiple CoglnfoCom
applications including web-based search, file sharing, video
streaming, etc., have their storage provided in the cloud.
Consequently, as numerous applications communicate through
the cloud, the cloud-network has a direct impact on user
experience. The data traffic of cloud-based applications can be
divided into two groups: throughput-oriented long dataflows,

and delay-sensitive shorter flows. In long dataflows usually,
large amounts of data are transferred, often during virtual-
machine migration or data synchronization. In short dataflows
small amounts of data are transferred, which is typical of
interactive applications, e.g. web search. Short dataflows are
delay-sensitive and usually require a strict execution deadline,
while long dataflows are characterized by a single system
requirement: high throughput demand [14].

In this paper we present a multipath communication
solution that perfectly meets the aforementioned requirements.
The multipath software library named MPT-GRE was
implemented at the Faculty of Informatics at the University of
Debrecen, and our research group continues to focus on its
further development. Our results support the fact that MPT! is
capable of performing efficient path aggregation in Gigabit
Ethernet environments. For this reason, it can be used in cloud-
based data centers, improving the performance of CoglnfoCom
systems.

The second chapter gives a short overview of the base
operation of MPT-GRE, while in the third chapter we are going
to present the measurement environment. Chapter four
discusses the measurement results, giving ideas for further
development possibilities in the future.
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Fig. 1. An example of datacenter topology

II. MPT-GRE OPERATING PRINCIPLE

As we have discussed in our earlier papers (see e.g. [15]-
[16]), the most well-known representative of multipath
communication solutions is the multipath extension of

! The terms of MPT and MPT-GRE are interchangeable in this paper.



traditional TCP, Multipath TCP - MPTCP. The two main
shortcomings of this solution are that MTPCP operates in the
Transport-layer, and that it supports data transfer over TCP
only (e.g. no UDP support), which can cause problems
primarily in case of transferring delay-sensitive multimedia
traffic. In fact, identifying these problems was what motivated
us to develop a different multipath solution.
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Fig. 2. MPT layer architecture

The current MPT-GRE software-library architecture (see
Fig. 2) is based on the description of the IETF RFC 8086, titled
,»GRE-in-UDP Encapsulation” [17], applying its operation in a
multipath environment. In comparison to the traditional TCP/IP
technology (see e.g. [18]), a new logical (tunnel) layer was
introduced, which is represented via a tunnel interface. The
operation above the GRE-in-UDP layer is very similar, with
the alteration that the data arriving from the Application-layer
is not sent to a physical interface, but it is handed to a tunnel
interface. Then, operating below the tunnel layer, the MPT
software is responsible for mapping the traffic of the logical
interface to the physical interfaces. The operating principle of
MPT is discussed in more detail in the following papers and
Internet Draft: [16], [19-21].

III. THE MEASUREMENT ENVIRONMENT

A. Hardware and Software Configuration

The efficiency of the MPT was tested on server pairs, as
there are no problems with the network bottleneck in the case
of several server connections, because uplink connections are
faster in size (10 Gbps — see Figure 1). The laboratory
measurement setup was composed of two servers having direct
physical connections (see Fig. 3). The identical hardware
configuration of the two was as follows:

e Gigabyte Z77-D3H motherboard with Intel Z77
chipset

e 8 threads (4 physical cores) on an Intel Core i7-
3770K 3.50GHz processor

e 4x4GB 1600MHz DDR3 SDRAM

e Intel PT Quad 1000 Gigabit Ethernet server interface

e Ubuntu 16.04 LTS (Xenial Xerus) 64-bit operating
system with 4.4.0-62-generic Linux kernel module.

For remote management we used the integrated NICs that
provided internet access to the servers. Naturally, during the
given measurements these were shut down to avoid generating

excess traffic. The performance measurements were performed
using the quad-port server interfaces, each machine having one
such interface card. We only used 2 ports out of the 4 for our
measurements; the other two ports were disabled on both
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Fig. 3. Two wired paths laboratory measurement environment
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required for the

measurement were created between the identically named
interface pairs using CAT6 STP cables. The IP address
configuration structure can be found in the following table:

Device | Interface IPv4/IPv6 address Default gateway
prefix
Server 1 | enp4s0f0 | 172.16.1.10/24 172.16.1.20/24
2001:db8:acad:1::10/64 2001:db8:acad:1::20/64
enp4s0fl 172.16.2.10/24 172.16.2.20/24
2001:db8:acad:2::10/64 2001:db8:acad:2::20/64
tun0 10.0.0.1/24 -
fec::1:1/112 -
Server 2 | enp4s0f0 | 172.16.1.20/24 172.16.1.10/24
2001:db8:acad:1::20/64 2001:db8:acad:1::10/64
enp4s0fl 172.16.2.20/24 172.16.2.10/24
2001:db8:acad:2::20/64 2001:db8:acad:2::10/64
tun0 10.0.0.2/24 -
fec::1:2/112 -

Table 1. IPv4 and IPv6 Addressing

B. Preparing the MPT-GRE measurements

We carried out our measurements using the MPT version
also available on GitHub, uploaded in July 2017 (see [22]).
Installing and configuring MPT is very simple and can be
performed in a couple of minutes following the instructions in
the user guide. After having the required /ibc6-dev, make, gcc,
gee-multilib, libssl-dev, iproute, tar and gzip packages
installed, what was left was to configure the necessary
parameters in the interface.conf and ipv4.conf configuration
files. The interface.conf file contained the following
parameters:

[general]
tunnel num = 1 ;
request
accept_remote
cmdport local
cmd_timeout =
[tun_0]

name = tun0 ; tunnel mtu: set to 1464 if all the
paths use IPv4, otherwise set to 1440

mtu = 1464
ipv4_addr
ipv6_addr

Accept remote new connection
1
60456

5

N

10.0.0.1/24
fec0::1/64

The ipv4.conf file configured on Server 1 was setup as
follows:

;H##H#H#HAH Multipath Connection Information: ########




[connection]

name = MPT connection 10.0.0.1
permission = 3

ip_ver = 4

ip_local = 10.0.0.1
local port = 23456
ip_remote = 10.0.0.2
remote_port = 23456
remote_cmd_port = 60456
path count = 2

network count = 0
status = 0
reorder_window = 900
max _buffdelay msec = 44
auth type = 0

PHHHHE R PATHS  #H

[path 0]

interface _name = enp4s0f0
ip_ver = 4

public ipaddr = 172.16.1.10
gw_ipaddr = 172.16.1.10
remote ipaddr = 172.16.1.20
keepalive time = 5
dead_time = 11

weight out = 1000
cmd_default = 1

status = 0

[path 1]

interface name = enp4s0fl
ip_ver = 4

public_ipaddr = 172.16.2.10
gw_ipaddr = 172.16.2.10
remote ipaddr = 172.16.2.20
keepalive time = 5
dead_time = 11

weight out = 1000

status = 0

Naturally, the IP addresses present in the configuration files
were updated for the different measurements to represent the
currently used IP version (see Table 1).

To begin our measurements, we wanted to analyze path
aggregation performance. We wrote the Python script found
below to assist in doing so, adapting it accordingly for the
different scenarios (IPv4/IPv6).

#!/usr/bin/env python

# coding UTF-8

import sys

import os

import time

import signal

def main() :

for i in range(0,10):

os.system("iperf3 -c 10.0.0.2 -t 30 -i 1 -f g | tee
{} &".format ("iperf linterface{}.txt".format (i)))
os.system("sar -u 1 30 | tee {}

&".format ("CPU linterface{}.txt".format (i)))
time.sleep (40)

os.system("./mpt interface enp4s0fl up")

for i in range(0,10):

os.system("iperf3 -c 10.0.0.2 -t 30 -i 1 -f g | tee
{} &".format ("iperf 2interface{}.txt".format(i)))
os.system("sar -u 1 30 | tee {}

&".format ("CPU 2interface{}.txt".format (i)))
time.sleep (40)

if name_ == ' main_':

main ()

Initially, we shut down one out of the two interfaces of
Server 1, and then using the script enabled it again according to
the measurement plan. In this manner we ensured the graduated
capacity aggregation of the communication paths. Measuring
throughput performance was executed via the iperf3 tool and
processor utilization was monitored using the sar command,
while the results were logged into files with the help of the fee
program. Every single measurement lasted 30 seconds, and
each was repeated 10 times. In each case, less than 1%
deviation could be observed in the measurement results. We
performed the measurements with regards to the tunnel and the
physical interfaces using every IP version combination
available (IPv4 over IPv4, IPv4 over IPv6, IPv6 over IPv4 and
IPv6 over IPv6).

For measuring file transfer performance, we used the wget
command as it could be configured so that the destination
location was the /dev/null device instead of the hard drive
of the computer. This was important, because the hard drive
was not entirely capable of handling the resulting speeds, and
as such bottlenecked transfer performance. On the server-side,
the file to be transferred was placed in RAM using tmpfs type
mounting with the help of the mount command. All
measurements were carried out using a 2GB file. We used the
ifstat tool to display measurement results, and once again the
tee program to log them.

wget -0 /dev/null ftp://10.0.0.2/2GB.zip

IV. MEASUREMENT RESULTS

A. iperf3 measurement results

Firstly, we put the path aggregation capacity of MPT-GRE
to the test, using the iperf3 command(s) seen in the script
above. As Fig. 4 shows, we applied every possible IP version
combination with regards to the tunnel, and the physical
interfaces, namely: IPv4 tunnel over IPv4, IPv6 tunnel over
IPv4, IPv4 tunnel over IPv6 and IPv6 tunnel over IPv6. The
throughput aggregation performance of the MPT-GRE
software showed only a minimal decline during the
measurements in the order of the previously listed
combinations. Overall, we can say that the MPT-GRE solution
performed exceptionally during iperf3 testing in a Gigabit
environment.

002
002
002
001
001
001
001 IPv6 over IPvd
001
000D
000 [Fvé over IPVE
000

B IPv4 over IPv4

I[Pv4 over IPvO

Throughput (Gbit/s)

1 2
Number of NICs

Fig. 4. Testing the MPT iperf3 throughput performance
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Fig. 6. Wget download time measurement of the MPT using 2 interfaces

We carried out the measurements using 1 interface and
using 2 interfaces concurrently. Using one interface, the
average throughput was around the 0.92 Gbit/s mark, while in
case of using both interfaces the result was 1.84 Gbit/s, which
compared to previously published results is unequivocally an
improved performance (see [23]-[25]).

B. FTP measurement results

Next, we measured how efficient MPT-GRE was in case of
file transfers, using the wget program. Efficiency was
examined per interface in this scenario as well. Fig. 5 shows
the download speeds measured using two interfaces to
download a 2GB file. In the IPv4 tunnel over IPv4 combination
the result was 1.66 Gbit/s.

Fig. 6 shows the download time in seconds in the same
scenario of downloading a 2GB file, essentially resulting in
inversely proportional values to that displayed in the earlier
figure. Using MPT-GRE in case of an IPv4 tunnel over IPv4,
the download of the 2GB file finished in 10.85 seconds, while
the same operation in case of an IPv6 tunnel over IPv6 took
around 13 seconds. In case of the other types of measurements,
download time results showed minimal deviation.

Fig. 7 shows the throughput performance of MPT in an
IPv4 tunnel over IPv4 measurement environment. The other
scenarios resulted in similar figures. The throughput displayed
via the blue line shows the file download speed measured on a
physical interface (without MTP channel aggregation), while

the red line shows the performance measured on the tunnel
interface with two under layered physical interfaces. We can
observe that in case the 2GB file is downloaded using a
physical interface, the download takes 19 seconds with speeds
around 0.92 Gbit/s. If we download the same file through the
tunnel interface, utilizing 2 physical connections concurrently,
the download time decreases to 11 seconds, while the
download rate increases to around 1.8 Gbit/s. It can be seen
that by using such a dual-path MPT-GRE based system the
download time is essentially halved, while the maximum file
download speed is doubled in comparison with traditional
single-interface solutions.

C. CPU utilization during iperf3 measurements

Now we are going to present the CPU utilization
measurement results of the MPT-GRE multipath software. As
previously mentioned among the hardware configuration
specifics, each server had an Intel Core i7-3770K 3.50GHz
CPU with 8 threads. Figure 8. shows the CPU demand of the
MPT software using different IP versions and a varying
number (1-2) of physical interfaces. We can observe that the
processor utilization increases roughly linearly with the
number of physical interfaces. The CPU usage of MPT-GRE in
case of an IPv6 tunnel over IPv6 scenario using two physical
interfaces increases to 15%. Obviously, this represents the most
critical case. Naturally, CPU usage is lower during operation
with the other protocol-version combinations.
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V. CONCLUSION

This paper introduces a newly developed (in respect of its
layered architecture, area of use and measured performance)
multipath communication system that is suitable for increasing
the efficiency of cloud-based CoglnfoCom systems. For
performing our measurements, we created a Linux-based, dual
server, dual-path Gigabit Ethernet environment, and wrote
scripts that (among others) utilized the iperf3, wget, and sar
programs. We can say that MPT performed well with regards
to both throughput performance and CPU utilization.
Therefore, we strongly encourage using this multipath
technology in cloud-based CogInfoCom environments, as it is
capable to provide efficient path aggregation both over IPv4
and IPv6, and due to its support for operating over UDP, it is
suitable for time- and delay-critical applications as well. Our
future development plans include extending the performance
analysis of MPT-GRE to quad-path Gigabit, and 10Gigabit
environments, and implementing a graphical user interface.
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